RTD Web Users,

Beginning August 9th, the login process for RTD Web will be updated to enhance security and streamline your access if you use more than one application (RTD, ETID, etc.).  This change introduces the DLA Enterprise Single Sign-On (SSO) portal, also known as the Okta Portal. For non-CAC users, the new process will also incorporate Multi-Factor Authentication (MFA) as an additional layer of security to further protect your account. 

For CAC users: 
The Enterprise Business Portal will redirect you to the new Okta Portal.  You will be able to use your certificates for logon to the Okta Portal and then again for logon to an application (RTD, ETID, etc.).  If you are not set up for logon with your CAC, within your AMPS profile, enter your DOD ID number in the EDIPI field. If that does not work, contact the DISA Service Desk for assistance.

For non-CAC users:
The External Enterprise Business Portal (EEBP) will redirect you to the new Okta Portal. You will be required to download the Okta Verify app (Google Play Store or Apple App Store) and complete a one-time MFA enrollment.  Additional logons will require your User Email and Password (created in AMPS) for the Okta Portal, then your User Email and Password plus the MFA through the Okta Verify app for the application you select (RTD, ETID, etc.) each time you login.  

What is MFA?

Multi-factor authentication (MFA) is a multi-step account login process that requires users to enter more information than just a password. For example, along with the password, users will be asked to enter a code sent to their email or cell phone. answer a secret question, or scan a fingerprint or Face ID. This additional factor, in combination with the password, provides further evidence that the user is who they say they are during the login process.

Key Information for External Users (Username & Password Login):
· MFA Requirement: The new DLA Enterprise Single Sign-On (SSO) portal (a.k.a. the Okta portal) mandates that all users with an authorized username & password type of login must be protected by an additional layer of security called multi-factor authentication (MFA).
· Initial MFA Enrollment: Upon your first login to the Okta Portal, you will be prompted to enroll in MFA and guided through the process of registering.
· Okta Verify App: The initial MFA enrollment process requires an authenticator app called Okta Verify, and it is available for both Android and iPhone in their respective app stores. Please download this to your phone for use during the MFA enrollment process.
Additional Important Information:
· EBS Redirection: Once the existing EBS system is taken offline, it will automatically redirect users to the new OKTA login page. This ensures a smooth transition and avoids any disruption to your access.
· URL Redirection: The old URL you currently use to access our services will also redirect you to the new OKTA site. This redundancy is in place to make the transition as seamless as possible.
· EEBP/EBS Portal Notifications: We are currently displaying messages on the EBS portal to inform users about this upcoming change. Please keep an eye out for these notifications.

We will provide additional details and a user guide for step-by-step instruction as soon as possible.

We appreciate your patience and understanding as we implement these improvements.

